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Researcher Identity Management

Example questions for science projects:
• What authentication strength (e.g., password policy, multi-factor) 

should we require?
• How do we vet researcher identities for access to our assets?
• What operational security standards must our identity providers and 

applications meet?



Federated Identity Sources

• InCommon:
US R&E SAML federation

• eduGAIN:
Global interoperability for 
R&E SAML federations

• OAuth providers:
Google, GitHub, ORCID



Standards for Federated ID Assurance at Scale

• Interoperable Global Trust Federation (https://igtf.net/)
• REFEDS MFA (https://refeds.org/profile/mfa)
• REFEDS Assurance Framework
• OpenID Connect Authentication Context Class Reference (acr)
• SAML AuthnContextClassRef and eduPersonAssurance



Example: XSEDE’s InCommon IdP

• Requires Duo MFA
• https://refeds.org/profile/mfa

• Supports “vetted” and “unvetted” users
• Self sign-up for XSEDE User Portal account

• https://refeds.org/assurance/IAP/low
• Users on peer-reviewed XSEDE allocations

• https://refeds.org/assurance/IAP/medium



Example: CILogon

• Set OpenID Connect acr claim from SAML AuthnContextClassRef
• Certificate LOA based on SAML eduPersonAssurance



Operational Standards

• REFEDS Security Incident Response Trust Framework for Federated 
Identity (SIRTFI)

• https://refeds.org/sirtfi 

• InCommon Baseline Expectations
• https://www.incommon.org/federation/baseline/
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ORCID’S VISION IS A WORLD WHERE ALL WHO 

PARTICIPATE IN RESEARCH, SCHOLARSHIP, AND INNOVATION 

ARE UNIQUELY IDENTIFIED AND CONNECTED TO THEIR 

CONTRIBUTIONS AND AFFILIATIONS ACROSS TIME, 

DISCIPLINES, AND BORDERS. 

 

TOGETHER, WE CAN MAKE OUR VISION A REALITY! 



WHAT IS ORCID? 
• Open, not-for-profit organization 

Ø  run by & for the research community 

• Provider of unique researcher identifiers: ORCID iDs 
Ø  reliably & clearly connect researchers with contributions & 

affiliations 

• Integration point for ORCID iDs 
Ø  100s of systems integrated: grant applications, manuscript 

submission, CRIS, repositories, & more! 



ORCID BY THE NUMBERS 

https://orcid.org/statistics	

members from 43 countries 

system connectors 

active researcher identifiers 

records with connected 
information 

publishers signed open letter 
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•  Italy 
•  France 
•  Germany 
•  Portugal 
•  Belgium 
•  Netherlands 
•  UK 
•  Finland 
•  Sweden 

•  Norway 
•  United States (2) 
•  Canada 
•  Brazil 
•  South Africa 
•  Taiwan 
•  Australia 
•  New Zealand 

Consortia in 
909 

527 
>5.1 

million 

over 2.2 
million 

55 



ORCID TRUST: 
POLICY & CONTROLS 
Infrastructure that is secure, long-lived & reliable 

•  Individual control 
respect privacy, enable control, protect data 

• Reliability 
iD accessibility, infrastructure security, evolve to 
community needs 

• Accountability 
persist as service, operational transparency 

•  Integrity 
high-fidelity connections, clear data interpretation 



BUILDING REPUTATION  
OVER TIME THROUGH ACTIONS 
• Distributed activity/affiliation claims 
• Claims from organizations you trust 

•  Research institutions 
•  Funders 
•  Publishers 

• Claims provided over time via 
workflow activities 



PRIMARY ACTION AND BENEFIT BY SECTOR 
 

CONTRIBUTION 
STEWARDS 

Assert CONTRIBUTION 

TALENT 
STEWARDS 
Assert AFFILIATION 

RESOURCE 
STEWARDS 
Assert AWARD 

CO
LLECT 

CO
N

N
ECT 



university 
& other talent stewards 

Gives permission to  
COLLECT iD and 

access the record 

Registers &  
manages ORCID record 

Employment: 
XXX University 
Source: XXX University (ID139) 

ORCID record 

CONNECTS affiliation 

funder 
& other resource stewards 

CONNECTS grant 
Funding: 
YYY Foundation, Grant #123 
Source: YYY Foundation (ID45) 

CONNECTS publication 
Peer Review: 
Journal ZZZ, vol. 45, 2016 
Source: ZZZ Publishing (ID675) 

publisher 
& other contribution stewards 

orcid.org/xxxx-xxxx-xxxx-xxxx 

ORCID ID 
Researcher Name 

Basic information 
•  Other names 
•  Email addresses 
•  Biography 

Activities & affiliations 

Controls visibility 



IN PRACTICE:  
CONNECT YOUR INFORMATION TO ORCID 
Talent stewards  
•  Employ or educate researchers 
•  Have researchers and scholars among their members 
•  Recognize editorial, project, working group, or other work 

Ø  connect AFFILIATIONS 
Employment • education • qualifications •  invited positions • 
distinctions • membership • service 

 
Contribution stewards  
•  Interact with authors and reviewers to publish work 
•  Store/ archive data sets and other research materials 
•  Manage conference submissions 
Ø  connect CONTRIBUTIONS 

Publications • dissertations • conference posters • patents • 
specifications • data sets • software • peer review activity 

 
Resource stewards  
•  Fund research 
•  Manage access/ use of user facilities and equipment 
•  Manage access/ use of collections and research material 
Ø  connect AWARDS 

Grants • contracts • infrastructure use • equipment use • 
collection access • service awards 



Globus for High Assurance Data 
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Globus Auth enables
an integrated ecosystem 

of services and applications 
for the research community
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Based on widely used web standards

• OAuth 2.0 Authorization Framework (a.k.a. OAuth2)

• OpenID Connect Core 1.0 (a.k.a. OIDC)
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docs.globus.org/api/auth



Log in with Globus
• Similar to: “Log in with Google”

“Log in with Facebook”

• Using existing identities (e.g., InCommon)

• Providing access to community services



Integrate apps with Globus services
5



Supports Native Apps

• Non-browser apps:
– Command Line
– Mobile
– Desktop

docs.globus.org/cli



Authenticate your REST APIs

• Build services with secure REST APIs

• Services can leverage other services securely

App
Your Service

Globus Transfer

App Your Service
Globus Transfer

Other Service



Globus for high assurance data management

• Restricted data handling
– PHI (Protected Health Information)
– PII (Personally identifiable information)
– Controlled Unclassified Information

• University of Chicago security controls
– NIST 800-53 Low
– NIST 800-171 Low

• Business Associate Agreements (BAA) between 
University of Chicago and our subscribers
– University of Chicago has a BAA with Amazon 



Restricted data disclosure to Globus

• With High Assurance and BAA tiers, PHI data can be 
moved and shared

• Globus never sees file contents
– File contents can have restricted data

• File paths/name can have restricted data (e.g. PHI)
• None of the other elements (endpoint definitions, 

labels, collection definitions) can contain restricted 
data



High Assurance features
• Additional authentication assurance

– Per storage gateway policy on frequency of authentication with 
specific identity for access to data

– Ensure that user authenticates with the specific identity that 
gives them access within session (decoupling linked identities)

• Session/device isolation
– Authentication context is per application, per session (~browser 

session)
• Enforces encryption of all user data in transit
• Audit logging



Globus operations

• Secure operations
– Intrusion detection and prevention
– Performance and health monitoring
– Logging
– Secure remote access, access control 
– Uniform configuration management and change control
– Backups and disaster recovery
– All data stored by Globus is encrypted at rest

• Use AWS  best practices for securing environment
– Virtual Private Clouds – host security
– AWS security groups – network security
– AWS IAM (identity and access management) best practices – individual security



Summary

• Globus Auth add higher authentication assurance for 
applications and services

• Foundation for application with high assurance 
requirements, such as for restricted data



Identities are worth $$$
• Typical price online: 
– Social Security number: $1 
–Drivers license: $20 
– Paypal/Banking account: $20-$500 
–Credit card: $10-$100 
–Medical record: $1-$1000
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Identities are worth $$$
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Identities are worth $$$
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Identities are worth $$$
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COMING SOON



• Compromised identities 
– Top security risk identified as part of the WLCG risk assessment  
– “Compromised identities are the most common intrusion vector for the security incidents 

that have affected WLCG.“ 

• Incident response is a crucial part of our trust model 
–Great metrics for collaboration, trust and security  

• International projects = International incident response 
– Significant experience (~10 events per year for the last 10 years in WLCG) 
– Self-contained: identities issued by highly vetted participants or trusted parties 
–All under the same set of policies or memorandum of understanding

�5

Key challenge: enable federated incident response



Key challenge: enable federated incident response
• Federated identities change this model 
–No pre-established authority, trust relationship or collaboration agreement with identity 

providers  

• A new realm for collaboration, trust and incident response 
– Incident response depends on multiple actors, across multiple administrative domains 
–Completely different controls and trust model 
– Yet we need to retain similar level of security/assurance 

• If security is undermined, so will be trust, and global security collaboration  

• Federated identities have a profound impact on collaboration & incident response: 
–All participants must have the will and capability to collaborate and to trust each other 

with sensitive information on a global scale. Huge challenge. �6



Panel Discussion



What is the primary challenge that 
we currently face for security and 

assurance for researcher identities?



Additional Panel Questions

• What are your experiences with incident response for federated identities?
• What are the next steps for multi-factor authentication?
• What are the options and needs for researcher identity vetting (e.g., ORCID 

iDs in publications, XSEDE allocations process, CERN credentialing 
process)?

• What assurance standards do/should we support/use (e.g., 
eduPersonAssurance)?

• What operational security requirements do/should federated identity 
providers and service providers meet (e.g., InCommon Baseline 
Expectations, REFEDS SIRTFI)?
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